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1. Locate Aotification Area and clik NMetwork icon, next click Open Network and
Sharing Center

Currently connected to:

- Unidentified network
Mo network access

Wireless Metwork Connection
UE_Konferencja

eduroam

UE_Hetspot_SEC

UE_Hotspot

KMP1

linksys160MN

AMUZ-APD

Open Metwork and Sharing Center
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2. Choose task: Set uyp a new connection or network

L « Network and Internet » Network and Sharing Center - | Search Control Panel

Control Panel H " « " " "
bt View your basic network information and set up connections

Manage wireless networks E‘h-.‘l .:_ ) x "%]ﬂ See full map

-
T-491-2617 Unidentified network Internet
Change advanced sharing (This computer)
settings

Change adapter settings

View your active networks Connect or disconnect
Access type: Mo network access
S== Unidentified network Connections: [ Viiware Network Adapter

' ' Public network Vinetl

[,"{ Viware Network Adapter
Viinetd

Change your networking settings

‘fﬁ- Set up @ new connection or network
-

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point,

Connect to a network

Connect or reconnect to @ wireless, wired, dial-up, or VPN network connection.

"5-
Q% Choese homegreup and sharing options

Access files and printers located on other network computers, or change sharing settings.

See also
HomeGroup Troubleshoot problems

Internet Options Diagnose and repair network problems, or get troubleshooting information.

Windows Firewall




3. Choose a connection option: Manually connect to a wireless network

Choose a connection option

»

Connect to the Internet =
Set up a wireless, broadband, or dial-up connection to the Internet.

| Set up a new network
<agy, Configure 3 new router or access point,

[

Manually connect te a wireless network
iy
==yl Connect to a hidden network or create a new wireless profile)

Connect to a workplace LS
Set up a dial-up er VPN connection to your workplace,

= Setup adial-up connection
Connect to the Internet using & dizl-up connection. L

[ Net ][ Cancel

Enter information for the wireless network you want to add

Metwork name: eduroam
Security type: IWPA?'._ Enterprise - ]
Encryption type: lm - ]
Security Key: [ | [ Hide characters
Start this connection automatically B

[] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk,

[ het |[ Concel |




5. Choose option Change connection settings (do not click Close — not yet)

[t

onnect to a wireless network

s e ‘ = :

Successfully added eduroam

= Change connection settings
Open the connection properties so that I can change the settings.

|

6. At window dialog eduroam Wireless Network Properties check settings on
Connection tab, next choose Security the second tab. Fill up fields as presented
below and click button Settings.

i ==T = =T
eduroam Wireless Network Properties ﬂ eduroam Wireless Network Properties ﬂ
Connection | Security Connection | Security
Mame: eduroam | |
Security type: WPAZ-Enterprise )
SEID: eduroam ek
Metwork type: Access point Encryption type: [RES ']

Metwork availability:  All users

|¥] Connect automatically when this network is in range

Choose a network authentication method:
|| Connect to a more preferred network if available =

[Micrasoft: Protected EAP (FEAP) *|[  settings

|| Connect evenif the network is not broadcasting its name (5510}

— : ey | Remember my credentials for this connection each
[TlEnable Intel connection settings! = Sive Tinaged-on

Configure. .,

._ng\ranceﬂ settings

[ ok ][ concel ok || cancel




7. Uncheck option Validate Server certificate, verify that EAP-MSCHAP v2 is select as a
authentication method and click button Configure. Next window appears — uncheck
option ,Automatically use my Windows ....". Click twice buton OK.

f — = = z
Protected EAP Properties &J

When connecting:

[T

o

Connect to these servers:

| ¥

7] certum ca

|| certum Trusted Network CA

[ class 3 Public Primary Certification Autharity

[7] pST Root CA X3

"] Entrust.net Secure Server Certification Authority
7] Equifax Secure Certificate Authority

[

H I

Dio not prompt user to autharize new servers or trusted
certification authorities.,

Select Authentication Method:

F =
Secured password (EAP-MSCHAP +2) vl | Configure. .. EAP MSCHAPv2 Properties ﬁ

[¥] Enable Fast Reconnect
[ Enforce Network Access Protection

When connecting:
[ Disconnect if server does not present cryptobinding TLV

["| Enable Identity Privacy

A Automatically use my Windows logon niame and ;
' password (and domain if any).

o J[ conce

[ ok ][ Goncd |

8. Now you are back on Security tab at eduroam Wireless Network Properties
window dialog. Click buton Advanced settings

P

==
eduroam Wireless Network Properties M

Connection | Security |

Security type: | WPAZ-Enterprise . |

Encryption type: [AES V]

Chooze a network authentication method:
Microsoft: Protected EAF (FEAF)

> J | Settings

[¥] Remember my credentials for this connection each
time I'm logged on

QK ‘ I Cancel




9. Check option Specify authentication mode and choose User authentication option
from the list. Click Save credentials. Please fill in your credentials, as a user names
type in your ‘user ID’ followed by ‘@’ and full domain name,

eg. 99123@ue.poznan.pl

B802.1x settinds | 802,11 settings

[¥] specify authentication mods:

[User authentication " [ Save redentials I
Delete credentizle for all uzers
|
[T Enable single sign on for this network
(@ Perform immediately before user logon
Perform immediately after user logon i

— === =
Ir — =
This network uses separate virtual LANs for machine [ Save credentials
and user authenticstion 4 ;
Saving your credentials allows your computer to connect to the network
tl when you're not legged on (for example, to download updates),
H
I'I-_- —
| | I ”i “..Iser name |
| | Password |
[ OK J I Cancel ‘ [ QK ] I Cancel ]
E — :

Click twice buton OK and click buton Close. All is done. Connection to eduroam wireless
network starts automatically.

When you login to new netrwork for first time, a window appears: you are ask to choose
»security profile”. We suggest to choose ™ Public network profile.

r ™
%
(), &' SetNetwork Location -

———

Select a location for the 'eduroam’ network

This cornputer is connected to a network, Windows will automatically apply the correct
network settings based on the network's location.

Home network
I l'_' I o If all the computers on this network are at your home, and you recognize them,
5 this is a trusted home network. Don't choose this for public places such as
coffee shops orairports.

l r Work network

“Lh If all the computers on this network are at your workplace, and you recognize
them, this is a trusted work network. Don't choose this for public places such as
coffee shops or airports.

== Public network :
¥ you don't recognize all the computers on the netwerk (for example, you'rein
a coffee chop or airpert, or you have mobile broadband), this is a public
network and is noft trusted,

[] Treat all future networks thatI connect to as public, and don't ask me again.

Help me choose

Cancel




After succesfull connection to eduroam, you should see Network and Sharing Center
window similar to one presented below.

[ ———
* <« Metwork and Internet » Metwork and Sharing Center - _ Sedrch.Control Panel i
@ F

Control Panel Home i ; r " :
View your basic network information and set up connections

Manage wireless netwarks E*'I ) ‘l q See full map
-~
=

Ch dapter setti
angeacaptersetings T-491-2617 Multiple networks Internet
Change advanced sharing (This computer)

settings : : -
g View your active networks Connect or disconnect

s Access type: Internet

i ~ l II Wi W
Public netwaik Connections: 1! Wireless Metwork

Connection (edurcam}

HAccess type: Mo network access
ﬁ Unidentified network Connections: [{l Vitware Metwork Adapter

VMnetl
0 vivware Network Adapter
VMnetd

Public network

Change your networking settings

ﬁz. Set up a new connection or network
-

Set up a wireless, breadband, dial-up, ad hoc, or VPN connection; or set up a router or
access point.

Seealso 3. Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or YPN network connection.

HomeGroup

Internet Options l,a Choose homegroup and sharing options

Windows Firewall Access files and printers located on other network computers, or change sharing settings.

17:47

PL < Mool o

In accordance with PUE procedures all our employees and students (as well as doctoral and Erasmus

students) have access to e-deanery / e-HR system https://e-dziekanat.ue.poznan.pl. Authentication credentials

to these system consist of NIU (user identification number) and password. These credentials are also used for

WiFi network authentication (logging).

Students and employees who log into e-deanery / e-HR using their Polish Resident Identification

Number (PESEL), may check their NIU / UIN on e-deanery / e-HR screen in user information panel.

Students and employees not knowing their NIU / UIN may use a search engine on

http://sso.ue.poznan.pl/Niu.php (for PUE employees) or http://sso.ue.poznan.pl/StudentNiu.php (for PUE

students), entering their name.



Password recovery procedure is available on the webpage

https://e-dziekanat.ue.poznan.pl/register pracownik.php (for PUE employees) or

https://e-dziekanat.ue.poznan.pl/register.php (for PUE students).

Caution!

If you read this document, you are not logged in — in this case hyperlinks to webpages do not work. It is suggested that you save this

document for later use.



